
Setup ( 17) : Define lattice parameters n = n (X)
, q=q(a) , m : ① Cnlogq) , ✗ = ✗ 1×7

,
0=01×7

Sample (A
,
T) ← TrapGenln , g) A c- Ijm T T

error

distribution
width parameter for

B
, , . . . ,

Be £ 2g
" "

t= In log g) preimaye sampling (will set

p
I 25 based on security proof - s ~ mold

) )

Output mpk= (A , B , , - . - , Be ,p )
Msk = T

key Gen (mpk, msk , f) : Bf ← [B , l - - - l Be ]- Hf (input -independent evaluation)

2- ← SamplePre ( IA 1B£ ] , / To] , p, o)
← [To] is a trapdoor for (A) By]

output sky ← z

Encrypt lmpk , × , µ)
: sample SEIF

mxt

Sample e
,
←×? e' ← X

,
R
, , . . . , Re

← { 0,1J
, ez ← e? [ R , I - - -1 Re ]

Output et = (state,T , 5/13, - x.co/--.1Be-xeG1+ei-,sTpte
'

+ µ / £7
,
X)

Decrypt ( sky , Ct) : compute cts - [ Ct
, / ctz Hf,×]z and round

correctness
. Suppose f-G) = 0

.

Then

(STEB ,
- X

,
G 1 - - - l Be - Xe - G) + ei ) Hf ,× = ST (Bf - f- (x) - G) + eÉHf,×

= STBF + eEHf,x
Next : ( 5' / A 1B£ ] t [eileitlf,× ] ) 2-

= sit + Lei / eitlf.AZ

Thus
,
we compute

µ
- 19-27 + e

'

- leileitlf.dz
-

"
small

"

since
,
e
, ,
ez
,
e
'
are fwm noise distribution and

1/44×11 £ (n log g)
"d) where d is the depth of the

computation

security . Proving security is delicate . Need to be able to simulate decryption keys , but we do not have

a trapdoor for A (otherwise LWE is easy) .
↳ In other words

,
if ✗ is the challenge attribute, we need to be able to give out keys for

all functions f- where flx) = 1 but be ornate to give out keys for ftx) = 0
.

↳
Key technique

:
"

punctured trapdoor
" that works only for functions f where ffx)= 1 .

To leverage this technique, we will consider selective security where adversary has to decline attribute betre seeing

public parameters.

0peEm : Adaptively - secure ABE from polynomial hardness of LWE



Pootfserity. We will use a hybrid argument .

Hyde : real security game encrypting µo
tyb, : after adversary selects the challenge attribute ✗

*
c- {0,13? challenger constructs the

public key as follows : (A
,
T) ← TrapGen (n , g)

Ri
.
- - -

,
Re # {0,15×-1

B
,
← AR

, -1×1*6 , . . .

,
Be ← ARE -1×56

mpk = (A
,
B
, , . . . ,

Be
, p) where p

F- 2g
to answer key-generation queries for f, challenger computes

Bf ← [B, l - - - l Be]- Hf

Zf
← SamplePre ( [ A 1 Bf ] , [ To ] , p ,

s)

to construct the challenge ciphertext, challenger samples s ←R2j , e , ←✗
m

,

e'←X
,
Éz←eifr , 1--1 Re]

and outputs Ct = ( 51A + ei
,
5113

,
- ✗FG 1 - - - l Be - ✗EG ] + ei , Stp t e

'
+

µ
. 117; x )

Hybo and Hyb, are statistically indistinguishable by LHL ( need a variant where

CA
,
AR

,
ETR) I (A ,U,éR))

tybz : key -generation queries are answered without using trapdoor for A
: ← ETR is partial

instead
, challenger computes Rf,✗*

= [R, l - - - l Re] . H£✗* and outputs leakage on R

( statement
holds for all e)

Zf
← SamplePre- ( [A 113g) , f- Rt×* ] , t, s )I when m > Zn log 8

Hyb, and Hybz are statistically indistinguishable by pre
-image sampling ( when s - m

"" )
.

To see this , it suffices to show that f-Rt# ) is a
"

short
"

trapdoor for /A 1 Bf] . ByI

homomorphic evaluation ,
1B

,
- ✗FG 1 - - - l Be- XÉG ] -

Hf,
= Bf

- f(x* ) - G

Now
, adversary can only query

for keys on function f- where f(x*) = 1 ( cannot decrypt) .
Nou :

[B
,
- ✗FG I - - - l Be - XÉ G) Hf,×

: AIR , I - - -1 Re]Hf,×* = ARF,×*
Thus

,

ARF
,#

= By
- G ⇒ [A 1 Bf ] - f- Rt# ) = -

ARF
,
#

+ Bf
= G

I

Moreover HRF,×* / / £ mold
)

so the claim holds
.

keyobse-roat.in : Trapdoor ⇒ works if f- txt) = 1
.

If f(x*)= 0, then ARF
,
#
= Bf and we

do not have a trapdoor for [A 1 Bf] . Referred to as a
"

punctured
"

trapdoor.

this : replace challenge ciphertext with (ZT
,
ZFIR , I - - -1 Re] , Z

' ) where Z
,

I Zqm ,
2-
' E- Iq

Hybz and Hyb, are indistinguishable under LWE
.

To see this
,
let ( [Alp ] , [zit / 2-

' D) be

the LWE challenge . We can set the public key as in Hyba / Hybz :

R
, , . . . , Re

± {0,15¥ B; ← AR; txt - G

simulate secret key queries using procedure in Hyba (only depends on A
,
R
, , . . - ,Re , t, f , ✗

* )
.

To simulate challenge ciphertext, we output
( zi

,
ZFIR , / - -

- l Re] , 2-
'
+

µ
. 117)

Suppose É, = STA + e'T and Z
'
= Stp te

'

.

Then



zi = state? so AR;
= Bi - ✗FG

[R
'
/ " ' / Re ] =/STAR, + ER , 1 . . . y gear, + grey#

""" " Bi = ARI + ✗EG

= 51113
,
- ✗FG 1 - - - l Be - xe* G) + ei (R , I - - - IRE]

2-
'
+
µ.

- 19-27 = Stp t e
'
+

pro -117
This is the distribution in Hybz.

Alternatively if Z
,
and Zz are uniform

,
then we have the distribution in Hybz .

Claim now follows by hybrid argument
: Hybz is independent of filo . Can apply same transitions in reverse

to encrypt µ .

Keyidea : Program ✗
*
into the public key .

This yields a trapdoor for [A 1 Bf ] whenever f(✗* ) = 1
.

And ensures semantic security whenever f(×*) = 0.

Prediateencryptien : want ciphertext to additionally hide the attribute
- Weak attribute hiding : successful decryption also recovers attribute

-

strong attribute hiding: attribute remains hidden even if decryption succeeds

↳
implies functional encryption !

We will focus on the setting of we_ak attribute- hiding .

they : combine FHE with ABE .
We will encrypt the attribute under ABE and homomorphically evaluate the predicate.

Challenge: How to decrypt the output of the predicate? We will use a
" dual-use" technique where the underlying schemes share a

cominon secret key .

First
, we

will generalize our homomorphic evaluation relations to support matriued computations
-

So far : for a function f : {on}l → {0,1} :

[B, / - - - l Be] - Hf = Bf
[B

,

-

× ,
61 - - - l Be- ✗e- G) . Hf,×

= Bg - ftx) - G
-

Suppose that f :{0,13L
→ 2g
""

is a matrix- valued function
.

Then
,
we will describe an analogous relation :

[B ,
I - - . / Be ] - Hf = Bf

[B
,
- × , G 1 - - - / Be- ✗e. G) - Hf,×

- f- (X) where ✗ = Ex, , . . . , ✗e)
- We take a bit by bit approach:

Let f. :{ 0,1}l → {0,1 ] be function that computes kth bit of g-
th
entry of ffx)jk

Then
,
[B

,
- X , G 1 - - - l Be - Xe G] - Hg

,, ,
✗

= Bfj
,,

- (ft)]j,k - G input
-dependent evaluation

E- Kth bit of g-
th element of ftx)

= (B,
I - - - l Be ] • Hfj

,
,

- (ft)]j,k . G

Let Ej c- 2g
""

be the matrix that is 1 in position j ( where j ranges over n - m indices)

Then
, we can write f- (x) = I I [ft)]j,

• 2
"

Ej
g- c- In .vn] kE%J8]

F- bits of ft)


