
KYI : Let l = 14 denote the number of input bits to U associated with the circuit C :
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2. Encrypt wire labels for input wires under mpk :
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(Ci ) (Ci )

Decrypt Cskc , ctx) : 1
. Using ski , decrypt cti

""
to obtain Ln+i .

2. Evaluate garbled circuit Ñ with labels L?")
, Len

.

Correctness: Follows by garbled circuit correctness and PKE correctness . Namely , evaluator has garbled circuit Ñ and labels for C

and X
.

Evaluation yields Ctx) .

Sety#h) . Let c :{ 0,13
"
→ { 0.13m be the circuit the adversary requests (e.g. , in a selective security setting) .

Consider the challenge ciphertext together with the key for C :
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E simulator for garbled circuit

(and outputs encryption of wire labels)

l-6yobserva-t.in : ciphertext> can be simulated given only ( C
,
Ctx))

. In FE security game (
the

indistinguishability- based one)
, adversary must choose Xo and ×, such that Cfxo) = ((xD .

Dk :

ciphertext are large ! In fact, as large as the function that is applied to it.

IH : ciphertext sire is independent (or sublinear) in size of functions
.

-

Succinct FE : running time of encryption is independent
of the size of supported functions (or : only depends on depth)

-

Compact FE : running time of encryption at independent of output length of supported functions



Ingleby compact FE (for NC
'
circuits) ⇒ indistinguishability obfuscation

Openqiiestion : Compact FE from lattices .

Constructing succinct FE turns out to be easier
.

We will rely on ABE + FHE + garbled circuits .

complement of function f)We will need to tweak the ABE scheme to encrypt two messages flo and
µ ,

: (for convenience)
if -11×1=0

, decryption output> Mo → can be built fwm vanilla ABE by encrypting µo under f and µ ,
under f-

if f- 1×1--1
, decryption outputs µ, (recall

convention : ftx) -- o means)
decryption succeeds

Go_al : ciphertext size should be sublinear in size of circuit being evaluated

Ida: Use FHE to encrypt the input × .

Given FHE encryption of ✗ → FHE encryption of ffx)

Need a way to decrypt ftx) .
How to give out a

" constrained
"

decryption algorithm .
Should only allow decrypting an encryption of ftx)

,
but not any

other ciphertext.
Give out a garbled circuit that implements FHE decryption.

s¥-¥rypn- Decrypt Csk, a)
Ciphertext includes wire labels of the bits of the FHE secret key.

Decrypter needs a way to obtain labels for ciphertext (should only obtain labels for encryption of f-(X))
.

Encrypt wire labels of ciphertext using the ABE scheme where the attribute is the FHE encryption of ✗ :

ABE
. Encrypt lmpk , X , L?

'

,
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where LY
,
LY' are the labels for the wires associated with the ith bit of the ciphertext

The ciphertext is then
- Garbled circuit for FHE decryption circuit

-

Wire labels for FHE decryption key
- ABE encryptions of wire labels for FHE ciphertext [we use an independent ABE scheme to encrypt labels for each bit ]

To construct a decryption key for a function f
Let ct be an FHE ciphertext f ith bit of ciphertext output by FHE-Eval (fi , ct) .
Let fi be the function that takes et and outputs [ FHE

.
Eval (f

,
ct)] ;

Let l be the length of an FHE ciphertext . Issue. ABE secret keys for f.
, .
. .

,
fe

.

-

↳ recall that these keys are
To decrypt , use skf

,

, . . . , Skf
,
to recover wire labels for associated with l independent ABE

c¥×, ← FHE- Eval (f
,
Ctx schemes

Evaluate the garbled circuit to learn

ftx) ← FHE
. Decrypt lsk, ctfu))

succinctness : size of ciphertext : Garbled circuit for FHE decryption :

poly 17, d) where d is the depth of the computation
wire labels for FAE secret key : lskl - polytx) = polytx , d)
ABE encryption of wire labels for FHE ciphertext

: l . poly /7, d) = poly IX. d)

Overall size scales with depth of circuit rather than size
.



KEN : Basic scheme from PKE but instead of evaluating f using the garbled circuit
, we

instead evaluate the FHE decryption function
,

which has complexity smaller than f

Security : ABE Security : labels not associated with ctfu, hidden by semantic security up
removes dependence on FHE secret key

Garbling security
: Can simulate garbled circuit t labels given only FHE. Decrypt 1- , - ) and ftx)

FHE security : Replace encryption of Xo
with X

,

still only secure in the single- key setting (since garbled circuit is not reusable)


