
Correlation- intractability hash function : Let R (x ,y) be a binary relation
.

We say a hash function H :X→ Y is correlation intractable for the relation

R : ✗ ✗ Y → { 0,1} if no efficient adversary can find an ✗ C- ✗ such that

Rtx
,
Hlx)) = 1

.

yummy, ya www.n.iny.a.yagynagnyun.y.myake, a pay, nagn key µ, an, ya mpu, y .

Back to Fiat-Shamir . . .

proud verifier

→ For a statement ✗ ¢2
,
define " bad challenge

" relation Rx as follows :

←
→

R×(0, c) = 1 if 7- z : Verify 1.x, (0,42-1)=1

If His correlation - intractable for Rx
,
then we can set c ← Hlhk

,
0)

.

Here, the hash key hk is part of the public
parameters.

Soundness analysis : suppose adversary outputs a. proof = C.0
,
E) for a statement X

.

By correlation- intractability , 12×(0,1-11.01)=0 .
This means there does not exist 2- such that verifier accepts (o, Hco) , Z) .
Thus

,
the verifier is guaranteed to reject ⇒ soundness follows.

Zeroknowtedge : candidate simulation strategy : use HVZK simulator of the underlying protocol
Klem : simulated transcript outputs (o

,
c
,
Z) where c

£ {0,13
"

but in the real scheme
,
c=H(hk.ch

Solution : Sample a shift g.
F- {on}

"

and include with the Crs = (hk
, g)

Define the challenge to be c ← Hlhk
,

0) ⑦ g

Insinuate : Run HVZK. simulator for underlying protocol to get (o
,
C
,
Z)

sample hash key hk and set
g
← Hlhk , of ④ C

Output crs = (hk
, g) and proof IT = (0

,
c
,
-2)

since CE 10113
"

, p is properly distributed and the scheme is 2K



We say
¥ha¥ the relation RCX

,

• ) is sparse it

Pr [Rtx,y)= I ] = neg/ (X)

y←y

In the case of Blum's protocol for graph Hamitonicity (with statistically - binding commitments)
,
for every choice of prover's

first message 0, there is a single bad challenge (from the challenge space.
{0,1}' ) .

↳ Badchallenge relation is sparse.

Easy to see that random oracle is correlation- intractable for sparse relations (by definition) .

Goat : Construct correlation- intractable trash function from a Ete cryptographic assumption .

We will show it for the class of "
search

"
relations :

for every
✗

,
there exists a unique y

such that Rtx
, y)

= 1

moreover
,
it should be efficient to find the unique y for a given ✗ where Rfx,g.) = I

Observer: bad challenge for Blum's protocol is a search relation

(though as presented, not efficiently searchable)

1
Fix : Efficiently - searchable given a trapdoor (after tweaking protocol)

(we will use an extractable commitment
,
which we have from GSW)

↳ Will need to hide search relation within public hash key
(otherwise

,
extraction trapdoor is compromised)

correlation - intractability for function f : hard to find ✗ where Hank , x) = ftx)

correlation -intractability without hiding for search relations :

setup 11? f) → hk=f

Hlhk , ✗ ) → f- (X) ④ 0
""

/11 ( i.e.
, flip the last bit of f)

But hash key completely leaks the function f ! We need a correlation intractable hash function where hk hides the function f.

Solution : Encrypt the function and homomorphically evaluate f



First-come : from circular - secure FHE (not quite LWE, but close)

e

f-
we will set t to be the length of

For an input ✗ C- { 0,1 } define the universal circuit Ux (f) → ffx) an FHE ciphertext
-

Ux takes description of function f :{0,1}l → { 0,1}
"

(of bounded size) and outputs flx)

Define hash key to be pk for FHE scheme and Ct as an encryption
of an arbitrary function g

(e.g. , the all - zeroes function)
- hk= Cpk, ct)

Hash function is then

Hlhk , ×) : = FHE. Eva/ (pk, Ux , Ct)

To show that this is correlation- intractable for any function f , we use a hybrid argument :

Hybo : real game

a¥y challenges

Cpk , sk) ← FHE keybench
at ← FHE

. Encrypt Cpk, g)
É_

:
adversary wins if Hlhk , x) = f- (x)

✗ flip the last bit of

FHE - Decrypt /sk , f(xD

Hyb , : define the function f-
•

(x) : = FHE
. Decrypt (sk, f- (x)) ④ 0+-1111

set the ciphertext ct ← FHE - Encrypt (pk , f
' )

Hybo and Hyb, are computationally indistinguishable by circular security of FHE ( since f
'

depends on Sk)

In Hyb, , there doesnotexist_ ✗ where Hlhk
, x) = flx)

. Suppose otherwise :

ffx) = Hlhk
,
x) = FHE

.
Eval (pk, Ux, ct)
-

Correctness of FHE ⇒ Encryption
of Ux (f) = FHE. Decrypt (sk, flx)) ⑦ 0++111

Suppose we apply FHE . Decrypt (sk , -) to both sides :

FH E.Decrypt (sk.tw/--Ux(f')=FHE.Decrypt(sk,flxl) ④ 0+-11/1 Contradiction!

In Hyb , , correctness of FHE implies statistical correlation intractability

In real scheme
, Cpk , ct ) are in⇒t of f

,
so f- is perfectly hidden


