
In FHE
, computation is supported for data encrypted under a single key

↳ But in practice , data might be distributed across n-ary users

Question : Can we compute on ciphertext , encrypted by di¥ users?

Application : 2- round MPC (in CRS model)

P
,

Lx, )

µ y
D Each party chooses a public key pki and encrypts cti ← Encrypt (pki , Xi )
2) Homomorphically evaluate f on Ct

, , . . - , ctn to obtain encryption of

1- (× , , . . . , ✗ n) [Non-interactive]

Pz (Xz) → Pz 1×37 3) Jointly decrypt computed ciphertext
↳ Joint decryption must involve all users who contributed a ciphertext to

the computation ! [otherwise, can compromise semantic security ]

Syntax : Setup (E) → crs

Key Gen (crs) → Cpk , Sk)

Encrypt Cpk , ✗ )
→ Ct important : Encryption only takes Ine key as input

Eval ( pk , . . . - , pkw ,
4

, .
. .

. CTN , C) → Ct
'

Evaluation can take any sequence of public keys and

Decrypt (ski , . . . , SKN , et
' ) → ✗ ciphertext>

Decryption requires keys used during evaluation

correctness : for all X , , . . . , ✗ N and circuits C
,

Crs ← Setup (1
' )

(pki , ski) ← Key Gen (crs)

Cti ← Encrypt Cpki , Xi)
et
'
← Eval ( pk , , . . . , plan , Ct , , . . . , 4N , c)

Pr [Decrypt (ski , . . - , skn , ct
' ) ] = Ctx , . . . -, ✗N)] = 1

Compactness : Ict
' / = poly (x, d , N) where d is the depth of the circuit C

Does not depend on Ict (otherwise
, notion is trivial)

b C- { 0,1}

ÉtiSey : ady challenges t

crs ← Setup at)

pk ← Key Gen (crs)

←É

→

=É✗n)

t

b
'
C- {0,1}

For all efficient A
, |Pr[ b' = ' I b=o] - Pr [b' =L I b-- I]/ = hey/ (a)



Starting-point : GSW (single- key) FHE scheme

pk : A =/ A-

JTÑ + et / C- Ign ✗m } STA = et = 0

sk : 5=[-5-111] c- Zag

et : C = AR t X - G where R F- { 0,15
"

where t = n log of Decryption invariant : STC = ✗ • 56

Given C
,
= AR

,
+ × ,G

, . . . ,
Ce = ARE + ✗e

G
,

[c , I - - - Ice ] • Hf = Cf

Ic
,
- ×

, 61 - - - Ice - ✗ e G) - Hf,
= Cf - ftx) - G } Cf = AIR , I - - . / Re] - Hf

,

+ flx) - G

11 ↳ encryption of ftx)

AIR
,
I - - -1 Re]

Suppose now we have two GSW ciphertext encrypted under different public keys but sharing the same A-

pk , = A , =/ Ñ this will be the CRS
)

sitñtei ] Pkz = A.=/ A-

siñtei /
sk

,
= si = [-5,1-11] skz = SE =/-5511 ]

Suppose C
,
= A

,
R
,
+ ✗

,
G

Cz = AzRz 1- ✗z G
⇒ ↳ + (

2
= AIR ,

+ AzRz + (✗ , +✗2) G

-

unclear how to decrypt !

keyid-e.ae:
"

Expand
"

ciphertext so that they are encryptions under the joint secret key ST = [sit si ]
.

Require expanded ciphertext satisfies the GSW decryption invariant

^

§ [ = x • ST G where ^G = ( G
°
""

" ×"

(standard gadget matrix on 2n rows)
on
"
G ) C- Iq

← expanded
ciphertext

Difficulty :

Encryption algorithm takes in one public key
- does not know anything about other public keys

↳
public keys only known at evaluation time

Approach : Include a
"
hint

"

with the ciphertext

Expanded ciphertext structure :

I = (§ [ ) where C is the original ciphertext and ✗ is derived from the hint and pkz
I

hint should still hide messageR9:[sits;] /{ E) = (x.s.to/six+sic )
e-

need this to be × . SEG ⇒ ( x - SIG / x.si G)
^

= × . Isil si ] - G

=
✗ . STE



keyrela-tioni.si/tszTC I ✗ • SEG where C. = A , R + ✗
• G (RE {0,13mm)

Write A
,

= 1 b¥ ] where bi = si A- + et c- Ign

Az =/ ¥;) where bi = Ii A- tea c- zqm
← bi = 5in

Now
,
sic = I-551111b¥ / Rt x.si G

=
-SITAR + bi R t ✗ - SEG

I (bi - bi )Rt ✗ - SEG public vector
randomness

sufficient to choose ✗ such that gpxa.gg,Fen
"YP+i°"

-

Ida: give out encryption of components of R as hint
/

looks like GSW decryption during evaluation
, homomorphically compute

"

ciphertext
"

that decrypts to (bi -bi)R

Abstractly , let TE { 0,13mm be a matrix .

Given encryptions of { Tij } ijc.cm] and a pu-b.to vector ✓ c- IgM , compute ciphertext C such that

5C = v'T

Define 2
'
c- { 0,13mm where

ziii '= / )
I

ej
C- { 0113M is jth basis vector

Let C. = E E Cij
. G-

'

(zlij
' )

item]jEm]

Observe :

STC = I stcij - G-
'

(ziij
' )

i ,jEm]

I 8 ji . 51 GG
"

(zlij' )
ijtcm]

=

518 T.j. -2%1
i.jam]

= E. Ti; I-51111 )
ijctm]

= E 4-Tij Sit
ijtlm]
-

I T.gg?--t? (ith row of T)
jctm]

= 2 Vit? = VTT
iE[m]

E
linear combination of rows of T


