
Éysof_or : - The SIS problem can be used to realize
many symmetric primitives such as OWFS

,
CRHFS

,
and signatures

- Useful trick :
"

concealing
"

a trapdoor (e.g. , short matrix/ basis) within a random- looking one
-

common theme in

lattice- based cryptography.

For public-key primitives, we will rely on a very similar assumption : learning with errors (LWE)
,
which can also be viewed as a

"

dual
"

of

SIS
.

We introace the assumption below :
errors are typically much

smaller than

G)
hearningwithF-rrorsCLWE.IE The LWE problemis defined with respect to lattice parameters mm,q, ✗ ,

where ✗ is an errordistri-bat.im

over Ig (oftentimes, this is a discrete Gaussian distribution over Ig) . The LWEn.mg,✗ assumption states

that for a random choice A # 2g
"

? s←RZq^ , e ← ✗in the following two distributions are computationally
indistinguishable :

( A.STA +et) É ( A
,
r)

where r←RZq?

In words
,
the LWE assumption says that noisy linear combinations of a secret vector over Iq

" looks indistinguishable from random.

A few notes / observations on LWE :
-

Typically, m is sufficiently large so that the LWE secret s is uniquely determined.
- Without the error terms, this problem is easy for m > n : simply use Gaussian elimination to solve for s
-

Observe that if SIS is
easy ,

then LWE is easy. Namely , if the adversary can find a short u c- Egm such that Au = 0
,

then
,
the adversary can compute

⑤A + et)u=sTAu+éu = Eu ⇒ Metall ← m - Hell - Hull

← this is small (compared to g)
rTu will be uniform over Iq ,

are unlikely to be small

f-
LWE in

"

normal form
"

- We can also choose the LWE secret from the error distribution (so it is short) - can be useful for both efficiency and for

functionality (this is at least as hard as LWE with secrets drawn from any distribution , including the uniform one)
- Can also consider search us

.
decision versions of the problem ( i.e. , search LWE says given 1A

,
STA 1- E)

, find s) . There an

search- to- decision reductions for LWE
.

LWE-asalat-ie-pwbem.TK search version of LWE essentially asks one to find s given state? This can be viewed as

solving the
"

bounded - distance decoding
"

(BDD) problem on the g-ary
lattice

L (AT ) = { s c- Zq
"
: Ats} + q In

i.e.
, given a point that is close to a lattice element s c- L(AT)

,
find the point S

CiÉAss : Regev showed that for any m -

- poly (n) and modulus q
< 21
"""

and for a discrete Gaussian

noise distribution (with values bounded by P) , solving LWF-n.mg,× is as hard as gently solving Gapsvpg
on arbitrary n - dimensional lattices with approximation factor 8=8 (

no 81ps)
↳ Long sequence of subsequent works have shown classical reductions to worst-case lattice problems (for suitable instantiations of the

parameters)



Symmetric encryption from LWE (for binary - valued messages)

setup 117 : sample s←R 25 .

Encrypt (s,µÑ:
"

sample at Zi and e ← ×
. Output (a

,
state +

µ
-Ht)

. / µ ground
to 0

Visually:
Decrypt Is, at) : output Letz - stet,?
-

1×1
,

= {
0 if - ¥ # < ¥ § -

. .

-¥
"

rounding I otherwise

operation
" [

take ✗ c- 2g to be representative between
-

£ and §
\ / round to 1

i¥6 : ctz - stet, = state + µ
. 1£) - sta

=p . 11-1 + e ¥÷÷ .

-¥
if let < ¥

,
then decryption recovers the correct bit

ÑB•
encoding

"

of message 1£
Security : By the LWE assumption , la , state) É (a ,r)

where r F- Iq.
Thus,

la ,
state) É Ca

,
r) = Ca

,
r + 19-21) I (a. state+ (1-1)

- - -

since r is uniformencryption of 0 | [ encryption of 1
over Zq

LWE
LWE

be: this encryption scheme is additively homomorphic (over Zz) :

la
, ,
state ,

+ µ , -141)

(az
,
state, + µ

. 19=1)
⇒ (9+4,

ST (9+92) + late,) + (µ ,
+µ) . (29-1)

decryption then computes
( µ , + plz)

. 1£ ] + eitez

which when rounded yields pntpn lmod 2) provided that le, + ez 1- I/ < ¥

idea : We will rely on the LHL
.

We will include encryptions of 0 in the public key and refresh ciphertext by taking a subset sum of

encryptions of 0 :

se_tpE) : AE Zai
'm

output pk
= (A

,
bi )

s E zag b-← state" sk = s

e ← Xm F-
can be viewed as m encryptions of

0 under the symmetric scheme with secret keys
Regev's E-ncryptlp-k.pe) : sample r E {0,15

encryption output ( Ar
,
btr + µ

. 1£ ] )
scheme ,µ⇐y

, µµ µ . g.µ ,,

correctness : Ch - Ect
,
= btr +

µ
- LF] - STAR = starter + µ

. LF ] - STAR
=

µ .LI ] tetr
if letr / < ¥

,
then decryption succeeds ( since e is small and r is binary , etr is not large : / etr / < Mlle/11141 = m Hell )

Security : Follows by LWE and LHL :

Hybo : Real public key
Hybi : Uniformly random public key leg .

b I Zqm )
? "€

Hyba : Uniformly random ciphertext (e.g. , ct
= (u

,
-4 where u * zgm and + ←r go ,,,)

I
4th :(AT Ñr) ± (Ñ

, a)

where A- = (1-7) Kzinti}
'm

r ← {0,13m , and u
F- {0,13


