
Attribute - based encryption (ABE) : more fine-grained control to encrypted
data

IBE : can encrypt to an identity (policy is basically checking equality)I
ABE : can encrypt to general policies

Key-policy ABE : ciphertexts are associated with attributes

Secret keys are associated with policy

Imple : attribute could be a classification level (unclassified
,

secret
, top secret)

policy could be sunclassified or secret)

attribute could describe a role (e...., CS ,
math

, physics ,
etc.)

policy could be (CS or math)

We will describe policies as a Boolean formula:
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Will assume a polynomial number of attributes today
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,
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Goyal-Pandey -Schai-Waters ABE scheme :
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KeyGen(msk ,
4) : We will start with an example ,

and formalize later.

Idea is we will secret share the "secret key" U

according to the policy P
.
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We refer to the exponents associated with the leaf nodes as the shares

of the master secret key associated with the attribute.

Key for policy P : 1 . Secret shareU according to policy P
2. Let Ui E <p be the share associated with

attribute i

3. The secret key for P is the set

vii for each attribute i that appears
in the policy

along with the policy P
























