
Identity-based encryption :

compress many public keys into short public parameters

Broadcast encryption
:

encrypt to many users with a short ciphertext
(sublinear in number of users)

Setup (N) : Takes as input the number of users N and outputs a

master public key mpk and a set of decryption keys
sk

,, ..., skN

Encrypt (mpk ,
S

,
m) : Takes a "broadcast set" 5 < [N] and a

message m and outputs a ciphertext it

Decrypt (ski , S,
Ct) : Takes a decryption key ski ,

the broadcast set

SE [N] and a ciphertext and outputs a message

Crectness : (mpk · sk , . . .,
skN) < Setup (N) Vi = S :

=>
it =

Encrypt (mpk, S
, m) Decrypt (ski ,

S
,
ct) = m
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Security : adversary challenger
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Requirement : for all indices

>Mo
,

m
> if [N] queried by A

,

it holds that [cS .

↓
Encrypt(mpk ,

5
, ma)
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