
Digital signatures : for 128 bits of security :

-RSA signatures : 3072 bits O(X) bits

- ECDSA signatures : 512 bits 4i bits
- Schnorr signatures : 384 bits 37 bits

Can we construct shorter signatures ?

Boreh-Lynn-Shacham (BLS signatures) : short signatures from pairings

Starting point : secretly-verifiable signature (i. e., a MAC)

Let G be a

group
of prime order p with generator q

KeyGen : sample k Ip

Sign (k ,
m) : output o = H(m)"where H : 90 , 13" -> & is modeled as

a random oracle

Verify (K .
m

, of : check that o = H(m)
K

Observation : signature is single group element (27 bits)

SuritSketch) :

Toforgeasignatureonthe message
mF

,
adversarya

We can write H(m* ) as go for a random 2.

Forgery on m
*

requires computing H(m+) < K
=

g ,

which "looks" like a CDH solution .

Question: how will we answer signing queries in the

proof ?
This will rely on the random oracle (more later).









We refer to YQ as the loss in the security reduction. This is

adversary can be a

sayingthat theadvantageof thesigningtage.
If we want SigAdv[A) < -128 and Q : 220

, we will need

CDHAdv[B] < 2-48 (i . e
., CDH now needs 148-bits of security)
I need to choose slightly larger groups

(though not done in practice

Can we obtain a light reduction? Namely : CDHAdU < OCD) · SigAd
(independent of Q)

Challenge problem in Exercise Set 1
.

Hint : Modify BLS to use a

randomized signing algorithm . Every message
will have two possible

signatures and loss will be Y2
.

~ useful for aggregating certificate chains

-L
BLS signatures are greatable.

Suppose we have verification keys Cvk, ...,
vkn)

messages Co, ....
mu) Jelg ,

8) = e(H(mi)
, uki)

signatures Jo, . . . ., Onl

Can we have a single signature o on (m , , ..., Mn) with respect to

Suk
, ..., Ukn1 ?

Let 8 = Tiein] Oi (aggregated signature)
Then :

e(g ,
-) = e (g ,

Tigers Oi)
= Tiecn] e (g, ti)

=>

PieIns C(H(mi)
,
vki)
















